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INTRODUCTION

The new Portuguese Cybersecurity Legal Framework,
approved by Decree-Law No. 125/2025 of 4 December
(Regime Juridico da Ciberseguran¢a — RJC), entered into
force on 3 April 2026, marking a significant step in the
transposition of Directive (EU) 2022/2555 of 14
December 2022 (NIS 2 Directive) into Portuguese law.

This framework is complemented by the draft
implementing regulation of the RJC, which was
submitted for public consultation by the National
Cybersecurity Centre (Centro Nacional de Ciberseguranca
— CNCS) on 10 March 2026, with the consultation
period running until 22 April 2026.

In this context, determining the personal scope of the
RJC is particularly important, as it identifies which
entities are subject to the new regime and on what legal

basis.
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WHICH ENTITIES
FALL WITHIN THE SCOPE OF THE R]C?

NIS 2
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PRIVATE ENTITIES



PRIVATE ENTITIES: ASSESSMENT FRAMEWORK

DOES THE ENTITY
FALL WITHIN A
TYPE LISTED IN

ANNEX | OR

ANNEX Il TO THE

RJC?

IF NOT
— IN PRINCIPLE,
OUTSIDE THE
PERSONAL SCOPE

IF YES
— PROCEED TO THE
TERRITORIALITY
ASSESSMENT

IS THERE A
TERRITORIAL
CONNECTION TO
PORTUGAL?

IF NOT

— IT IS NOT SUBJECT
TO THE PORTUGUESE
LEGAL FRAMEWORK

IF YES

— PROCEED TO THE
SUBSTANTIVE
ASSESSMENT

DOES IT PROVIDE
SERVICES OR
CARRY OUT

ACTIVITIES IN THE
EUROPEAN

UNION?

IF NOT

— IT IS NOT COVERED
UNDER THE DEFAULT
RULE

IF YES

— PROCEED TO THE
SIZE ASSESSMENT

IS IT A MEDIUM-
SIZED ENTERPRISE
OR DOES IT
EXCEED THE
THRESHOLDS FOR
A MEDIUM-SIZED
ENTERPRISE?

IF YES

— ENTITY FALLS
WITHIN SCOPE

IF NOT

— ASSESS THE SPECIAL
CRITERIA

EVEN IF THAT SIZE
THRESHOLD IS NOT
MET, IS ANY
SPECIAL CRITERION
MET?

IF YES

— ENTITY FALLS
WITHIN SCOPE

IF NOT

— IN PRINCIPLE,
OUTSIDE THE
PERSONAL SCOPE

IF WITHIN SCOPE,
IS IT AN ESSENTIAL
ENTITY OR AN
IMPORTANT
ENTITY?

SCOPE OF APPLICATION OF NIS 2 IN PORTUGAL



STEP 0

DOES THE ENTITY FALLWITHIN A TYPE LISTED IN ANNEXS I Il TO THE RJC?

PRIVATE ENTITY

ANNEX |: SECTORS OF HIGH
CRITICALITY

YES — PROCEED
TO THE
TERRITORIALITY
ASSESSMENT

NO — OUTSIDE
THE PERSONAL
SCOPE

ANNEX II: OTHER CRITICAL
SECTORS

YES — PROCEED
TO THE
TERRITORIALITY
ASSESSMENT

SCOPE

NO — OUTSIDE
THE PERSONAL

THE FIRST STEP IS A SECTORAL ASSESSMENT. IF THE ENTITY DOES NOT
FALL WITHIN ONE OF THE TYPES LISTED IN ANNEXES | AND Il TO THE
RJC, THE REGIME DOES NOT APPLY ON THAT BASIS.

ANNEX |

SECTORS OF HIGH CRITICALITY

ENERGY
TRANSPORT
BANKING

FINANCIAL MARKET
INFRASTRUCTURES

HEALTH

DRINKING WATER

VWVASTEWATER

DIGITAL INFRASTRUCTURE

ICT SERVICE MANAGEMENT (B2B)
SPACE

ANNEX I
OTHER CRITICAL SECTORS

POSTAL AND COURIER SERVICES
WASTE MANAGEMENT

MANUFACTURE, PRODUCTION
AND DISTRIBUTION OF
CHEMICALS

PRODUCTION, PROCESSING AND
DISTRIBUTION OF FOOD

CERTAIN MANUFACTURING
SECTORS

DIGITAL PROVIDERS
RESEARCH

SCOPE OF APPLICATION OF NIS 2 IN PORTUGAL



STEP

IS THERE A TERRITORIAL CONNECTION TO PORTUGAL?

MAIN CRITERIA HOW IS “MAIN ESTABLISHMENT” DETERMINED?

AN ENTITY’S SUBJECTION TO THE REGIME DOES NOT DEPEND SOLELY
ON HAVING A REGISTERED OFFICE IN PORTUGAL. IT MAY ALSO RESULT
® Has an establishment in Portugal FROM THE WAY IN WHICH THE SERVICE IS PROVIDED, THE PLACE WHERE
CYBERSECURITY RISK-MANAGEMENT MEASURES ARE DECIDED, AND, IN
CERTAIN CASES, THE NEED TO PROTECT NATIONAL TERRITORY.

The entity:

= Provides services in Portugal, where applicable

= Has its main establishment in Portugal or

= |f not established in the EU, has its representative in Portugal
EXTRATERRITORIAL SCOPE

= The CNCS may adopt corrective or restrictive measures, including
suspension of the service in Portugal, in relation to providers without
an establishment or representation in the national territory that fail to

adopt appropriate cybersecurity measures

= As a rule, there must be a preliminary statement of reasons and a
response period of not less than 10 days

THE MEMBER STATE WITH

THE GREATEST NUMBER OF EMPLOYEES

= Mutual assistance with other Member States is also envisaged in

DECIDED IN PORTUGAL (CLEAR CRITERION)

relation to entities with a relevant connection to Portugal
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OPERATIONAL DECISIONS (LESS CLEAR)
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~ Q0

DOES IT PROVIDE SERVICES OR CARRY OUT ACTIVITIES IN THE EU? IS IT A
MEDIUM-SIZED ENTERPRISE?

MEDIUM-SIZED
ENTERPRISE OR
ABOVE THE
THRESHOLD

TERRITORIAL OPERATES IN

CONNECTION THE EUROPEAN
TO PORTUGAL UNION

9 SCOPE OF APPLICATION OF NIS 2 IN PORTUGAL



STEP o

IS ANY SPECIAL CRITERION MET EVEN IF THE SIZE CRITERION IS NOT?

SPECIAL

CRITERION
UNDER
ARTICLE 3(2)

OF THE RJC
IF YES

!
ENTITY FALLS WITHIN
SCOPE

IF NOT

!

IN PRINCIPLE, OUTSIDE THE
PERSONAL SCOPE

Even if the size criterion is not met, an entity of a type listed in Annex | or

Il may still fall within scope if it:

Provides particularly sensitive services (e.g., DNS service providers,

TLD name registries, or qualified trust service providers)

Is the sole provider of an essential service (e.g., local critical

infrastructure)

Failure of its service could have an impact on public security or public
health

Failure could create systemic risks (e.g., operator with critical

customers or cross-border effects) or

It has critical national or regional importance (e.g., a key player in an

essential sector)

SCOPE OF APPLICATION OF NIS 2 IN PORTUGAL



STEP

IF THE ENTITY FALLS WITHIN SCOPE, IS IT AN ESSENTIAL OR IMPORTANT ENTITY?

— ESSENTIAL ENTITIES

ENTITIES OF A TYPE LISTED IN ANNEX | THAT EXCEED THE THRESHOLDS FOR A MEDIUM-SIZED ENTERPRISE (E.G., LARGE OPERATORS IN ENERGY,
TRANSPORT, OR HEALTH SECTORS

CERTAIN PARTICULARLY SENSITIVE PROVIDERS, REGARDLESS OF SIZE (E.G., QUALIFIED TRUST SERVICE PROVIDERS, TLD NAME REGISTRIES, DNS SERVICE
PROVIDERS)

PROVIDERS OF PUBLIC ELECTRONIC COMMUNICATIONS NETWORKS OR PUBLICLY AVAILABLE ELECTRONIC COMMUNICATIONS SERVICES (IN SPECIFIC
CASES)

CERTAIN PUBLIC ADMINISTRATION ENTITIES
CRITICAL ENTITIES UNDER DIRECTIVE (EU) 2022/2557 (CER DIRECTIVE), WHERE JUSTIFIED

OTHER ENTITIES LISTED IN ANNEX | OR || UNDER ARTICLE 3(2)(B) TO (E), WHERE JUSTIFIED BY RISK EXPOSURE, SIZE, AND POTENTIAL IMPACT OF
INCIDENTS

ENTITIES OF A TYPE LISTED IN ANNEXES | AND Il THAT FALL WITHIN THE SCOPE OF THE REGIME AND ARE NOT CLASSIFIED AS ESSENTIAL ENTITIES

ENTITIES REFERRED TO IN ARTICLE 3(2)(B) TO (E) MAY ALSO BE CLASSIFIED AS IMPORTANT, WHERE JUSTIFIED, BY RISK EXPOSURE, SIZE, LIKELIHOOD OF
INCIDENTS, AND SEVERITY OF SOCIAL/ECONOMIC IMPACT

I SCOPE OF APPLICATION OF NIS 2 IN PORTUGAL
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PUBLIC ENTITIES



PUBLIC ENTITIES: ASSESSMENT

DOES THE ENTITY
FALL WITHIN ANY OF
THE CATEGORIES SET
OUT IN ARTICLE 3(3)
TO (6) OF THE RJC?

IF NOT
— IN PRINCIPLE, OUTSIDE
THE PERSONAL SCOPE

IF YES
— CHECK FOR
EXCLUSIONS

DOES ANY OF THE
EXCLUSIONS SET OUT
IN ARTICLE 3(7) OF
THE R]JC APPLY?

IF NOT
— ENTITY WITHIN SCOPE
IF YES

— OUTSIDE THE SCOPE OF

THE REGIME IN THAT
RESPECT

FRAMEWORK

IF IT IS WITHIN SCOPE,
IS IT AN ESSENTIAL
ENTITY, AN
IMPORTANT ENTITY
OR A RELEVANT
PUBLIC ENTITY?

IF IT IS A RELEVANT
PUBLIC ENTITY, DOES
IT BELONG TO GROUP
A OR GROUP B?

SCOPE OF APPLICATION OF NIS 2 IN PORTUGAL



STEPS

IS THE ENTITY COVERED BY ARTICLE 3(3) TO (6) OF THE R|C?

PUBLIC ENTITY

DOES IT FALL WITHIN ARTICLE
3(3) TO (6) OF THE R]JC?

NO— IN YES— OUTSIDE
PRINCIPLE, THE SCOPE OF
OUTSIDE THE THE REGIME IN

SCOPE THAT RESPECT

YES — CHECK
FOR
EXCLUSIONS

DOES ANY EXCLUSION UNDER
ARTICLE 3(7) APPLY?

NO — ENTITY
WITHIN SCOPE

FOR PUBLIC ENTITIES, THE FIRST FILTER IS ORGANISATIONAL-FUNCTIONAL:
IT IS NECESSARY TO VERIFY WHETHER THE ENTITY FALLS WITHIN ONE OF
THE CATEGORIES EXPRESSLY COVERED BY ARTICLE 3(3) TO (6); IF IT DOES
NOT, THE REGIME DOES NOT APPLY THROUGH THIS route.

CATEGORIES SET OUT IN ARTICLE 3(3)

EXCLUSIONS UNDER ARTICLE 3(7)

TO (6)

DIRECT STATE ADMINISTRATION

DIRECT ADMINISTRATION OF THE
AUTONOMOUS REGIONS

INDIRECT STATE ADMINISTRATION
INDIRECT ADMINISTRATION OF THE
AUTONOMOUS REGIONS

AUTONOMOUS ADMINISTRATION
INDEPENDENT ADMINISTRATIVE BODIES AND
ENTITIES, SUBJECT TO THE STATUTORY
EXCEPTIONS

OMBUDSMAN

ECONOMIC AND SociAL COUNCIL

THE TECHNICAL AND ADMINISTRATIVE
SUPPORT SERVICES OF THE PRESIDENT OF THE
REPUBLIC, THE ASSEMBLY OF THE REPUBLIC,
THE COURTS AND THE HIGHER COUNCILS
REFERRED TO IN THE STATUTE

CRITICAL ENTITIES

HIGHER EDUCATION INSTITUTIONS

THE ARMED FORCES, AS REGARDS NETWORKS
AND INFORMATION SYSTEMS RELATED TO
COMMAND AND CONTROL

ENTITIES WITH RESPONSIBILITIES IN THE FIELDS
OF CRIMINAL INVESTIGATION, CRIMINAL
POLICE AND PUBLIC SECURITY, IN THAT
SPHERE

INTELLIGENCE SERVICES

NETWORKS AND INFORMATION SYSTEMS
RELATING TO CLASSIFIED INFORMATION
OTHER PUBLIC ENTITIES, AS REGARDS
NETWORKS AND INFORMATION SYSTEMS
RELATING TO NATIONAL SECURITY, DEFENCE,
INTELLIGENCE AND CRIMINAL LAW
ENFORCEMENT

SCOPE OF APPLICATION OF NIS 2 IN PORTUGAL



STEP

IF THE ENTITY FALLS WITHIN SCOPE, IS IT AN ESSENTIAL, IMPORTANT OR RELEVANT
ENTITY?

ESSENTIAL ENTITIES

ENTITIES OF A TYPE LISTED IN ANNEX | THAT EXCEED THE THRESHOLDS FOR A MEDIUM-SIZED ENTERPRISE (E.G., LARGE OPERATORS IN ENERGY, TRANSPORT, OR HEALTH
SECTORS

CERTAIN PARTICULARLY SENSITIVE PROVIDERS, REGARDLESS OF SIZE (E.G., QUALIFIED TRUST SERVICE PROVIDERS, TLD NAME REGISTRIES, DNS SERVICE PROVIDERS)
PROVIDERS OF PUBLIC ELECTRONIC COMMUNICATIONS NETWORKS OR PUBLICLY AVAILABLE ELECTRONIC COMMUNICATIONS SERVICES (IN SPECIFIC CASES)
CERTAIN PUBLIC ADMINISTRATION ENTITIES

CRITICAL ENTITIES UNDER DIRECTIVE (EU) 2022/2557 (CER DIRECTIVE), WHERE JUSTIFIED

OTHER ENTITIES LISTED IN ANNEX | OR || UNDER ARTICLE 3(2)(B) TO (E), WHERE JUSTIFIED BY RISK EXPOSURE, SIZE, AND POTENTIAL IMPACT OF INCIDENTS

IMPORTANT ENTITIES

ENTITIES OF A TYPE LISTED IN ANNEXES | AND Il THAT FALL WITHIN THE SCOPE OF THE REGIME AND ARE NOT CLASSIFIED AS ESSENTIAL ENTITIES

ENTITIES REFERRED TO IN ARTICLE 3(2)(B) TO (E) MAY ALSO BE CLASSIFIED AS IMPORTANT, WHERE JUSTIFIED, BY RISK EXPOSURE, SIZE, LIKELIHOOD OF INCIDENTS, AND
SEVERITY OF SOCIAL/ECONOMIC IMPACT

RELEVANT PUBLIC ENTITIES

A DISTINCT CATEGORY FOR CERTAIN PUBLIC ENTITIES WITHIN SCOPE THAT ARE NOT CLASSIFIED AS ESSENTIAL OR IMPORTANT ENTITIES

15 SCOPE OF APPLICATION OF NIS 2 IN PORTUGAL




STEP e

IF IT ISA RELEVANT PUBLIC ENTITY, DOES IT BELONG TO GROUP A OR B?

GROUP A

PUBLIC ENTITIES OF GREATER SIZE OR INSTITUTIONAL
SIGNIFICANCE

DIRECT STATE ADMINISTRATION BODIES WITH > 250
EMPLOYEES, INDIRECT STATE ADMINISTRATION AND
AUTONOMOUS ADMINISTRATION BODIES WITH >250
EMPLOYEES, PUBLIC UNDERTAKINGS THAT EXCEED THE
THRESHOLDS FOR A MEDIUM-SIZED ENTERPRISE

INDEPENDENT ADMINISTRATIVE ENTITIES, THE ECONOMIC
AND SOCIAL COUNCIL, THE OMBUDSMAN, AND CERTAIN
SERVICES OF THE PRESIDENT OF THE REPUBLIC, THE ASSEMBLY
OF THE REPUBLIC, THE COURTS AND THE HIGHER COUNCILS

GROUP B

PUBLIC ENTITIES OF INTERMEDIATE SIZE

DIRECT STATE ADMINISTRATION BODIES WITH 75 TO 249

EMPLOYEES

INDIRECT STATE ADMINISTRATION AND AUTONOMOUS
ADMINISTRATION BODIES WITH 75 TO 249 EMPLOYEES

PUBLIC UNDERTAKINGS CLASSIFIED AS MEDIUM-SIZED

ENTERPRISES

SCOPE OF APPLICATION OF NIS 2 IN PORTUGAL
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ABOUT US

WHO WE ARE &WHAT WE DO



The firm recognised by The European Legal 500, IFLR 1000 and Chambers and

Partners for its work in its main practice areas.

Our team is committed, hard working, accessible and friendly. We believe in
collegiality, teamwork, trust and loyalty. Clients value our team approach, the good

management of time and our focus on their business goals.

We advise:

= NATIONAL AND MULTINATIONAL COMPANIES
= BANKS AND OTHER FINANCIAL INSTITUTIONS
= FUNDS

= BUSINESS AND SCIENTIFIC ASSOCIATIONS

= FOREIGN EMBASSIES

= INDIVIDUAL ENTREPRENEURS

=  PRIVATE EQUITIES

= START-UPS

= PRIVATE CLIENTS
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