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The first generation of e-consumers – «consumers 1.0» – was practically eradicated by
«consumers 2.0», who wanted more than simply being able to place online orders; they
intended to view their preferences, orders history, invoices, etc.. Then they were replaced by

In the near future, the most competitive e-businesses
will

be

able

to

gauge

consumers’

needs

and

understanding what they want even before consumers
do. Anticipating consumers’ behavior is crucial for the
e-business success.

«consumers 3.0», even more sophisticated and pointing toward greater online customization
experiences. To satisfy those needs, e-commerce strategies had to change namely by using big
data analytics and AI systems, to build personalized strategies, recommend new products as
per consumers’ demands, make online payments easier and more secure.
«Consumers 3.0» are currently facing the fourth successor – «consumers 4.0» –, who are the

been

evolution of the previous version, with a fundamental change: technology. These consumers

modifying in the ever-changing landscape of the digital

demand a more digitized communication and relationship, with the full consumer experiences:

world.

innovative advertising, storytelling, humanized customer service through various channels,

In

recent

years,

consumer

behaviors

have

More and more businesses are investing in e-commerce
(and “mobile commerce” – “m-commerce” – caused by
an increasing use of smartphones), along with big data

analytics and artificial intelligence (AI), to boost their
industries.

retail and online integration. Finally, «consumers 5.0» want their five senses to be stimulated.
They are the digital natives that are influenced by interactive digital TV and immersive reality,
which enable the replication of the human senses in simulated spaces: the consumer is
influenced by websites, social networks, and seeks out critics or reviews on the product.
For e-businesses to adopt the best approach and make sure that everything is in order to face

In a report from Accenture on the future of AI,

«e-consumers 5.0», this paper provides some tips that you should be aware of about e-

Accenture foresees that AI could boost profitability

commerce.

rates by 38% in the wholesale and retail industries by
2035.
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E U E - C OMME R C E F I G U R E S
In a nutshell, e-commerce is the process of buying and selling goods or
services by electronic means, such as mobile applications and the Internet.
E-commerce refers to both online retail as well as electronic transactions.
Nowadays, e-commerce can be carried out via websites or apps or via ecommerce marketplaces available on external websites or apps. Examples
of marketplaces are: eBay, Amazon, Etsy and Alibaba.
Over the last few years, the share of persons ordering goods or services
online increased steadily. Based on the results of the 2018 survey on “ICT
usage and e-commerce in enterprises”, in the EU-28, the percentage of
businesses that had e-sales increased by 7% and the businesses’ turnover
realized from e-sales increased by 5%, between 2008 and 2017.
In 2019, EU-28 businesses gathered 20% of their total turnover from esales, 7% of which were gathered from web sales via own websites or apps
and only 13% from EDI-types messages.
E-commerce obviously reflects Internet penetration and usage. From 2010
to 2019, the percentage of enterprises that had e-sales increased from 15%
to 21%.
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Looking at the EU-28, more than 8 out of 10 Internet users in the United
Kingdom (87%), Denmark (84%), Netherlands (81%), Sweden (82%),
Germany (79%) shopped online in 2019, mainly clothes and/or sports
goods, making it the top category of online purchases. In the last three
months of 2020, that category was followed by the online purchasing of
liveries from restaurants, fast-food chains, catering services (29%).
Over the last five years, the largest increases in online shopping among
internet users were recorded in Romania (+27%) Czechia and Croatia
(both +25%) as well as Hungary (+23%).
The proportion of individuals aged 16-74 that shopped online in 2019 was
of 64%. E-commerce picked up over the 2010-2020 period among all age
groups, with individuals aged 16-24 showing the biggest increase (29%).
These figures have altered to an exponential growth in 2020 due to the
widespread lock down occasioned by the covid-19 pandemic. The
preliminary results show that EU e-commerce market has become one of
the most dynamic and fast-growing industries, to which businesses must
adapt in order to keep up with the customers’ demand.
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E-sales and turnover from e-sales, 2010 to 2019, EU-27 (% businesses, % total turnover)
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YO U R W E B S IT E F E AT U R E S
A website needs to follow the legislation of the country it is based in,
regardless of sales made to other EU countries, save for consumer law,
copyright, electronic money and unsolicited emails.
Before you setting-up an online store, you must confirm whether your
website fulfils all the e-commerce requirements. In general, when users
access the website:
▪

Information about your business must be available, including name,
address, contact information, registration number, details of any trade
association which you are party to, VAT number;

▪

The website terms and conditions (T&C’s), a disclaimer and the privacy
policy must be visible and accessible to them;

▪

Users should clearly receive a message, by means of an interactive
banner or a small pop-up, informing them about the use of cookies. A
link on the use of cookies (the “cookies policy”) must be disclosed at
the top or bottom of your website; and

▪

There must be, at least, one way by which users may contact you, as
they may need any support, e.g., purchase terms, after-sales assistance.
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Your website T&C's are necessary for informing customers that they are
entering into a contract by purchasing from your online store, including
under which law and jurisdiction your store operates. Despite the choice of
the law, you must comply with consumer legislation in each and every
European country that you sell to.
As you should need to collect information about your customers, your
website has to be secure. It is desirable the use of a https certificate. You
should also remember that to collect customers’ data, you need to have a
justified ground, e.g., the performance of a contract, your legitimate
interests, a legal obligation, customer’s consent. You further need to
inform customers on their data processing and hence a privacy policy must
be available on your online store. Otherwise, you are at risk of facing fines.
Do not forget that your website’s users must be also informed on the used
cookies. Cookies are small text files that are placed by the website
operator on a user’s device (e.g., user’s laptop or mobile device) when a
user accesses the website. In general, cookies are used to remember users'
preferences and improve the website’s performance.
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M A K E YO U R W E B S I T E WO R K F O R C O N S U ME R S
You must comply with consumer legislation in each and every European
country that you sell to. If Portuguese consumers are your target, the
terms and conditions of the purchase must be available in Portuguese.
For an online sale to be valid and effective, you must provide consumers
with:
▪

A description of the goods, services or digital content;

▪

The total price, including all applicable fees, taxes (VAT) and
surcharges. If this cannot be determined, you the way it will be
calculated must be provided;

▪

Payment means and delivery schedules or, at least, an estimated
delivery time for the goods;

▪

Legal guarantee of goods and warranties, if any. In Portugal, the legal
guarantee is of two years. For second-hand goods, a one-year guarantee
may be agreed by the parties;

▪

The terms and conditions of the purchase and codes of conduct, if any,
as well information on how such codes can be accessed electronically.
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You need to provide with any technical steps to follow in order to
complete the purchase and whether or not the contract will be filled and
how to access it, as well as the technical means to identify and correct any
errors prior to placing an order. Following the order, you must send
customers a detailed receipt promptly, either electronically or in paper
format. This receipt must have all the details of the order, purchased items
and the total cost, including all fees, taxes and surcharges.
After the delivery of the goods, consumers have a 14-day “cooling off
period” right. Consumers are entitled to cancel online purchased goods and
get a refund. You must inform consumers on this right, preferably on the
purchase’s terms and conditions. A standard cancellation form may be
provided to make cancelling easy.
In case of a dispute, you must offer consumers an alternative dispute
resolution (ADR) to settle a complaint out-of-court. The online dispute
resolution (ODR) platform allows consumers to submit a complaint
electronically to an ADR body in any language and in any EU country. The
process takes place entirely online, lasts around 90 days (after the choice
of ADR body), and is free of charge.
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P ROT E C T YO U R C U S TOME R S ’ DATA
The GDPR has been directly applicable in the EU since 25 May 2018. Ebusinesses based outside offering goods or services to individuals in the EU
are subject to the GDPR, and non-compliance can lead to fines of up to
€20 million or 4%turnover.

You may collect information about your customers to provide them with
your goods, services or digital content. This could be carried out by a
newsletter subscription or a contact form. If you give your customers an
option to sign up for a newsletter, they must actively check the box. With
the GDPR, you may no longer use pre-checked boxes.
One of the best ways to protect yourself is to have a well-designed privacy
policy available at your website. The privacy policy, among others, must
include: what data is collected; why it is collected; how data is stored and
kept safe; if the data will be shared; how you can be contacted.
You must also take care about the use of cookies, as they may leave traces
which, when combined with unique identifiers and other information, may
be used for profiling and identifying your website’s users From an end-user
privacy point of view, cookies may be:
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▪

Non-intrusive cookies, e.g. session cookies, users’ preferences cookies,
or load-balancing cookies do not require prior consent; or

▪

Privacy-intrusive cookies, e.g. cookies for tracking activity on social
networks or third-party cookies (e.g. Google Analytics) when used for
behavioral advertising, market research or analysis, require prior
consent.

Privacy-intrusive cookies require a «cookie consent rule», as set out in the
GDPR. The consent must be a clear affirmative act establishing a freely
given, specific, informed and unambiguous indication of the individuals’
agreement; silence, pre-ticked boxes or inactivity do not serve as consent.
You must provide customers all the list of privacy-intrusive cookies your
website uses and require consent for each type of intrusive cookies. Prechecked boxes may not be used. Pre-checked boxes aim to discourage
users from selecting the highest privacy levels. Users must be informed on
the related risks, including on long-term browsing history records and the
use of records to send targeted advertising.
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AVO I D S PA MMIN G
Sending e-mails to customers is a great way to keep them informed about
your offers but be aware of their rights to privacy, as potentially
problematic messages may arise from unsolicited offers.
You may not send email marketing materials without obtaining prior
consent and giving your details to your customers. If you purchased a
database of emails, you must ensure that those persons have given their
previous consent to transfer their emails on to third parties. Otherwise,
you are not entitled to use them.
Moreover, if your e-business sends an email, you must provide instructions
to your potential and existing customers on how they can unsubscribe it –
the “opt-out” right.
Please be aware that the burden of proof is on your side. You must take
evidence that you have consent from individuals to send them marketing
emails. This will require you to take a proactive approach in your daily data
management. As you must be able to prove that the consent has been
given, make sure that you have systems in place to store proof of consent,
when needed.
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There are several ways to get the required consent. Best practice would be
to provide a box (to be checked, but not pre-checked) where the e-mail is
being collected and then giving the receiver the right to opt-out future
messages. Each message should include: (i) who is sending the promotional
message; (ii) your contact details; and (iii) an “opt-out” mechanism. Under
e-privacy rules, which apply along with the GDPR, when an e-mail address
is collected during the course of a purchase (or negotiations for a
purchase), an “opt-in” is not required if:
▪

The e-mail address was collected in the regular course of your
business;

▪

Promotional emails relate to similar products and services offered; and

▪

They were clearly and distinctly given the right to object (“opt-out”)
free of charge and in an easy manner, upon providing the email.

In this situation, your marketing emails may be justified by your legitimate
interests. Although a legal assumption exists that the marketing email’s
receiver is interested in getting information, as otherwise he/she may optout, the legitimate interest must be used carefully.
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N E W G E O - B L OC K I NG RU L E S
New geo-blocking rules apply to e-businesses in the EU, regardless of
whether they are established in the EU or in a third country. Geo-blocking
refers to actions that were used by e-businesses to restrict online crossborder sales based on the nationality, residence or place of establishment.

New EU geo-blocking rules came effective by December 3, 2018. The new
rules make sure that customers no longer have to face unjustified barriers,
such as being re-routed back to a country-specific website version or
having to pay with a debit or credit card only from a certain country. Ebusinesses must treat all EU customers equally regardless of where they
choose to shop from EU.
For instance, if a Portuguese customer wants to access the Spanish version
of your website, if the customer types the Spanish website in the URL, he
must have access to the Spanish version and not to be redirected to the
Portuguese website version. Being redirected requires customers’ explicit
consent. Even if the customer gives consent to the redirection, you must
ensure that your website’s original version remains available.
This does not however mean that you have to accept all forms of payment;
you are just not allowed to geo-discriminate within the range of means of
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payment you accept. This does not also mean that the delivery of a good or
service should necessarily take place in another EU country than the one
where your e-business is established. New geo-blocking rules do not oblige
you to deliver products to other EU country other than the country where
you operate.
According to a European Commission report on an e-commerce sector
inquiry from 2017, more than one in ten surveyed retailers are
contractually obliged to geo-discriminate by manufacturers. You should
hence review whether your website and, if you operate in a supply chain,
whether your contracts with manufacturers or retailers are compliant with
geo-blocking rules.
Otherwise, you may face fines for breach of geo-blocking rules and
antitrust law just like in the clothing company Guess-case, where the
European Commission imposed a €40 million fine in the finale of 2018.
Guess distribution agreements blocked retailers from advertising and
selling cross-border; this prevented EU consumers from shopping in other
EU countries and allowed Guess to keep artificially high retail prices in
some countries.
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O N L I N E A DV E RT IS I NG … H Y P E R L I NK S , M E TATAG S
E-businesses are under similar obligations with respect to advertising
materials they provide to consumers in traditional media and on their
websites. In any case, advertising must be truthful, honest, fair and
accurate.

If you use online advertising materials on your website – this could take
place, e.g. for a fixed fee, a fixed period of time, number of times that the
ad is displayed, per-click advertising or affiliate marketing –, you must
comply with advertising laws.
Advertising law prohibits the use of unfair or deceptive acts or practices in
sales means, advertising claims, and marketing and promotional activities,
including on websites. Keep in mind that:
▪

Your ads must be clearly identifiable as such;

▪

The details, on whose behalf ads are made, must be clearly identified;

▪

Promotional offers, competitions or games must be clearly identifiable
and the conditions which are to be met to qualify for them or to
participate must be presented clearly and unambiguously.
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In a digital context, hyperlinks and metatags are commonly used for online
advertising, as follows:
▪

Hyperlink, or link, is a reference to data that a user can directly follow
either by clicking or tapping. A hyperlink points to a whole document
or to a specific element within a document;

▪

Metatags are basically keywords (“tags”) that a web designer uses to
label groups of information. When a user types a particular keyword on
a search engine, this matches the keyword with the metatags of several
web-pages and displays the most relevant results.

Before you release third-party contents on your website, you should
ensure whether they are protected by copyrights. Copyright infringements
may eventually take place where a hyperlink on your website redirects to a
copyright-protected content without you have obtaining the relevant
holder's consent. In these cases, even though debatable, there is the risk
that you may be liable for encouraging users to access or by facilitating
access to copyright-protected content, viz. the holder’s right to
communicate it to the public. Bearing this in mind, it is in place a copyright
reform in EU. A new copyright directive was approved in May 2019.
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B I G DATA A N A LY T I C S A N D A I
In order to boost their industries, e-businesses are employing big data
analytics and machine learning (ML) to understand their customers’
preferences and gradually align their market offers with customers’ needs.
In the past few years, AI has developed algorithms and feed machine
learning (ML); this latter one, a subset of AI built from a mathematical
model of sample data (“training data”), used to make estimates without
being explicitly programmed to perform a task.
The use of big data analytics and AI necessarily involves a commercial
relationship by the e-business with a technology partner, one with the
industry expertise and the other with the AI knowledge. This relationship
must be governed by an agreement, whereby it establishes each parties’
rights. This task could be challenging as it may require to determine
parties’ rights over the AI algorithm, the involved data, their enhancements,
and the AI algorithm’s output. It could be eventually required to determine
third-party rights, including confidential obligations.
The use of AI for creating works may also arise relevant copyright issues,
but not only.
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Creative works, including computer-generated works, may qualify for
copyright protection if they are original and, in any way, implies a human
intervention. Therefore, we should ask: may a source code used for an AI
algorithm or even decisions involved in a creative process, when taken by a
ML algorithm without a human hand, be protected by copyright law?
Databases may benefit from a copyright protection, namely original
databases, i.e., those that incorporate an intellectual creation in the
selection and arrangement of materials; and a “sui generis” right protection
for non-original databases where a substantial investment in terms of
resources or time spent exists.

As regards industrial property rights, namely patent rights protection over
an AI algorithm, this could be tough to the extent that a computer program
as such may not be registered as a patent, at least, in the EU.
It is still important to ensure compliance with personal data protection
rules. The data must be processed lawfully, fairly and in a transparent
manner to ensure data integrity and confidentiality and, at the same time,
certify the high-quality of data to be used in the building of AI algorithms.
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L O O K I NG F O RWA R D
New EU rules are on the horizon to boost online businesses under
conditions of fair competition, removing geo-blocking and addressing
consumer, data protection and copyright issues.

These new rules focus on consumers’ collective actions, unfair terms in
consumer contracts, indication of the prices of goods, unfair “B2C”
commercial practices and consumer rights.

E-businesses are one of the pillars of the Digital Single Market (DSM)
strategy taken by the European Commission since, at least, mid-2015. This
ongoing package of measures includes, inter alia, the revised Payment
Services Directive (PSD2) and new rules to stop unjustified geo-blocking,
both effective in Portugal from the end of 2018.

As different VAT obligations may arise when an online store sells
worldwide, you must be aware that new VAT rules come into effect as of
July 1, 2021. The so-called MOSS (“Mini One Stop Shop”) rule, which now
just allows digital services to legally declare VAT in one country only, will
be extended to all online sales. E-businesses will deal with their EU VAT
obligations through an online business portal for VAT and in your own
language. Online marketplaces may be held responsible for VAT under
certain conditions.

The PSD2 makes easier to shop online by setting out new rules for sharing
information between banks and third-party service providers – FinTech's,
technology companies, major online retailers. Upon account-holders’
consent, the banks should open up and provide access to their customers’
account information to third-party service providers. Third-party service
providers will be then able to access the bank’s data by using open
application programming interfaces (APIs), which will allow data sharing
between new payment applications and services and benefit consumers.
Considering digital market developments, revised consumer protection
rules – the New Deal for Consumers – were approved in 2019 and 2020.
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In the coming years, the future of the e-commerce seems very much linked
to big data analytics and AI, along with new consumer, data protection and
copyright issues. To face these next challenges, e-businesses should be
well-prepared. You will need to set up new alliances with tech partners for
the use big data and AI tools, which will be crucial for you to know your
customers’ day to day activity and allow you to satisfy the needs of a new
generation of customers that will expect to buy what they want, anywhere,
and anytime.
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MACEDO VITORINO is a leading Portuguese law firm. We
advise domestic and foreign clients in a wide range of business
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oriented approach to complex and difficult matters.
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